Abstract-Nowadays, the protection and the security of data transited within computer networks represent a real challenge for developers of computer applications and network administrators. The Intrusion Detection System and Intrusion Prevention System are the reliable techniques for a Good security. Any detected intrusion is based on data collection. So, the collection of an important and significant traffic on the monitored systems is an interesting feature. Thus, the first task of Intrusion Detection System and Intrusion Prevention System is to collect information's basis to treat and analyze them, and to make accurate decisions. Network analysis can be used to improve networks performances and their security, but it can also be used for malicious tasks. Our main goal in this article is to design a reliable and powerful network sniffer, called PcapSockS, based on pcap language and sockets, able to intercept traffic in three modes: connected, connectionless and raw mode. We start with the performances assessment performed on a list of most expanded and most recently used network sniffers. The study will be completed by a classification of these sniffers related to computer security objectives based on parameters library (libpcap/winpcap or libnet), filtering, availability, software or hardware, alert and real time. The PcapSockS provides a nice performance integrating reliable sniffing mechanisms that allow a supervision taking into account some low and high-level protocols for TCP and UDP network communications.
INTRODUCTION AND NOTATIONS
The sniffing is a technique of monitoring every packet that crosses the network. A packet sniffer is a piece of software or hardware that monitors all network traffic. Network analysis is the process of listening and analysis of network traffic. It controls network communications to identify performance problems, locates security vulnerabilities, analyzes the behavior of the application, and performs capacity planning. The management and the supervision of exchanged data by network systems are a fundamental task that contributes to a reliable intrusion detection and analysis of intrusive activities detected. The sniffing tools are used to listen, monitor, capture, record, and analyze network traffic. They extract the necessary information's to make decision and implement the best strategies to improve the computer security. Many sniffers are available to capture packets circulated in wired networks (Ethernet sniffers, for example) and wireless network. They help network managers to assess and review the data over their networks, to indicate the network problems and to identify some failures monitored network [16] . The sniffing is also exploited by attackers to gather a database of information on victims' networks and hosts that constitute them. They can intercept the data and even the users' passwords [28] [31] . The goal of this paper is to describe a new hybrid sniffer for a relevant collection of data. For this, we proceed as follows: the second section cites an art state on the techniques of network sniffing; a related study will be developed on some sniffers. In the third section, the performances assessment is performed on a list of network sniffers based on various parameters to ensure the computer security objectives, mainly the type of used library, libpcap or libnet to establish the performances and limitations of each library and finally validate our choice. A classification is deducted at the end of the section. The proposed network sniffer works in raw, connected and connectionless mode; it will be described in part four. A detailed description of the new model and its characteristics will be discussed in fifth section. This work will be finished by a conclusion and perspectives. Generally, the sniffing is divided into two major classes: passive sniffing that collects raw traffic circulated in the network without treatments, and active sniffing that intercepts and treats the collected traffic [3] [28] . The sniffers monitor a wide sent and received information by computer networks. There are many commercial and no commercial tools, hardware and software that enable to intercept packets [30] . The copies of captured packets are stored in a temporary (buffers) or permanent memory (database server). They are analyzed to extract the useful information or specific models (patterns). The amount of captured traffic depends on the location of the controlled host as well a primary server in a computer network intercepts a significant traffic than isolated system client. The sniffers operate in two distinct ways: with filtered way to capture the data containing a specific elements and an unfiltered way to collect all the raw network traffic. Some network topologies such as Ethernet are designed so that all machines connected to a network segment share the same transmission media, thus, the hosts that are connected to the same network segment will be able to see all traffic passing through that segment. Ethernet hardware is designed to filter the traffic passed, it captures the traffic which concerns it or has a broadcast addresses and ignores all other traffic. This is done using the MAC address. To copy all traffic, the host network cards have to be implemented in promiscuous mode [3] [16] . The hardware sniffers use the standard adapter's NIC, otherwise they may face problems in the CRC error, voltage and cabling problem. The analysis of captured packets is often done in real time. The captured traffic may be submitted to a decoding operation to be descriptive and understandable text for easy interpretation. Sometimes, the sniffers edit the packets and transmit them to the network. The security aspect done by sniffers is represented by their availability to monitor and capture the traffic in and out of the network taking into account the clear text passwords and user names [4] . Besides, the network sniffers participate in detecting and identifying of the intrusions by monitoring the activities of networks and systems [14]  Driver: starts the capturing data from the network cards, applies a number of filters on traffic and stores it in a memory.
 Buffer: stores the captured traffic or transfers it to permanent storage.
 Analyzer: is software responsible for analyzing the traffic in real time taking into accounts the criteria and analysis needs.
 Decoder: receives a stream of bits and interprets them to finally build a descriptive texts format.
 Editor: is available in some sniffers, it changes the traffic using a unified format and then converts it and retransmits it in the network.
The sniffers can be used effectively for teaching and learning networking concepts regardless of the technical context. They are presented to understand the model and protocols of network layers [26] . They allow to:
 Examine the format of a protocol data unit (PDU) to each layer in the network model.
 Examine the message exchanges for two TCP or UDP connections.
 Examine the messages transferred between a client application and a server.
The simulation with packet sniffers is used in learning of computer networking, allows a good understanding of network concepts, topologies and explains the functions and the roles of a hub, a bridge or switch and a router. It shows how a data packet is transmitted into LAN and illustrates the encapsulation and decapsulation operations while going through the protocol stack [31] . The main capture libraries are libnet and libpcap [1] [2] [22] : The filtering is an essential operation to classify the captured packets using filters according to the needs of capture. When the packets are intercepted, a filtering is applied. The packet that respects the filter is stored. The capture filters are useful to limit the captured packets when concentrated on a specific packet type, the packets that meet the filter criteria are elected [32] . Among the criteria are used to filter a packet, we find: type packet used (IP, TCP, UDP, ICMP, ...), address of input or output interface, address of source or destination of packet, the number of source or destination port of application, …. The filter is a Boolean function which returns true if the traffic is accepted; otherwise, returns false (the traffic is ignored or rejected). For example, to apply the filtering, the operating system use a packet filter like the BSD Packet Filter for Open BSD systems [13] and the LSF filter for Unix platforms. To improve the filtering operation, several filters are implemented; we cite a result of a recent research on filters packets, the rapid filter FFPF (Now Streamline) [15] . Multiple filters can be loaded simultaneously in FFPF. To design a filter, two basic approaches are available: tree model and direct acyclic graph (CGF) model used by Berkeley Packet Filter [13] . The filtering can be classified into two types:
 The static filtering initializes the filter parameters to be applied in advance. It is provided for example by the pcap language [6] maintained and developed by researchers at the Lawrence Berkeley National Laboratory and enables the use of simple rules to remove the unwanted packets.
 The dynamic filtering implements the parameters that change during running. The filter Swift or Fast Dynamic Packet Filter is an example of dynamic filter [12] [27].
III. STUDY AND PERFORMANCES ASSESSMENT
This section will study a performance evaluation of a proposed list of sniffers setting up parameters related to computer security. It is completed by a classification.
A. Assessment Parameters
Normally, to realize an assessment performances and classify the various sniffers which use wired and/ or wireless networks, many criteria are available such as, supported platforms, operating systems and interfaces, user interface, number of protocols that the network sniffer can decode, available utilities to enable the user to personalize capturing and displaying network packets, support for customized protocol decodes, readability of captured data, provided statistical information, decoding captured data, …. Our main objective in this work is to propose an approach to improve the security level. So, our study is based on parameters related to computer security that test the sniffers availability and their reliability. It is useful to recall that the sniffing requires the activation of interfaces in promiscuous mode for wired networks and in rfmon mode for wireless networks.
To compare and evaluate the proposed tools, we focus on evaluation characteristics dependent on computer security cited in [16] 
C. Discussion of the Results
This section cites the architecture of many sniffers, their characteristics and their operating. We assess their performances based on parameters related to security objectives: authentication, confidentiality, integrity, availability and rapidity. Really, it's difficult to meet this assessment, because normally the goal of sniffing is not to indicate the problems and attacks but to collect the circulated traffic in the networks and sometimes to inform the state of the monitored network excepting some IDS sniffers that can detect intrusions. The majority of these sniffers use libpcap library to intercept traffic and include a filtering system. They are highly available to monitor wired and wireless networks with a high flows supporting a large number of protocols. The treatments are often in real time and the detected problems are alerted by some sniffers. On the other side, this study helps us to discover certain limitations of those sniffers. They are based on a passive sniffing. Sometimes, they are exploited for unauthorized uses, for example, Airodump that is designed to crack WEP and WPA encryption algorithms; it is used to encrypt traffic on wireless networks. The implementation of software sniffer by interpreted languages such as Python presents a slow in their performance and increases consequently the system. The encrypted and fragmented packets are intercepted by sniffers but they are not analyzed. The hardware sniffers have adaptation and compatibility problems [3] . In the next section, we describe in detail the new model of a network sniffer.
IV. OUR PROPOSAL SCHEME PCAPSOCKS
In this section, the proposed model of sniffing is cited. We prove that our proposal takes into account the benefits of a reliable collection of traffic to satisfy the current expectations. It is time to formulate a new proposition of network sniffer. Our model, called PcapSockS, based on pcap language and sockets satisfies. It decodes the intercepted traffic to prepare it for the analysis step and finally built a collection database for automatic intrusion detection. Specifically, it ensures two major tasks:
 Collects the data traffic in high and low level.
 Builds a database for the new proposed IDS/IPS.
The new design focuses on the combination of current performances of high sniffers and minimization of various limitations. Thus, we propose a distributed model consisted by two main components:
 The kernel is composed by two processors, the first to capture the traffic and the second for filtering.
 The operator decodes the elected traffic using the functions and treatments of normalization.
These components are described in the figure1 below: Our new model provides different performances:
 Combining libpcap and sockets functions to capture the packets.
 Filtering traffic taking into account the capture needs.
 All treatments are in real-time.
 Encryption of transactions between the sniffer and Collection database.
The next section details the decoding operations used by the PcapSockS, it shows the performances provided by this new probe by comparing it with the Scapy and Wireshark which are considered the most famous sniffers in the moment.
V. DETAILLED DESCRIPTION

A. Processing Operations
The libpcap library is an open source library written in C that provides a programming interface from which the packets are intercepted [22] . It relies on a low level language, includes the functions that can be associated with the user request and provides a powerful and abstract interface for the capture process [24] . The process used by libpcap is defined by the following figure:  SOCK_STREAM: connection oriented sockets (TCP packets).
 SOCK_RAW or Raw sockets (frames and bits): The IEEE 802.2 protocol defines the sub layer LLC of the data link layer.
The sockets in connectionless and connection oriented mode are inserted between the layers 3 and 4 of the OSI model. The raw sockets are positioned in layers 1 and 2 [23] .
The filtering is an essential process of checking the integrity of the kernel traffic. The copies of the collected traffic can be minimized by deploying a kernel agent called a packet filter that rejects unwanted packets [13] . The traffic can be ignored and blocked using one of the techniques used for the blocking of data [20] . 
B. Description of Solutions
The PcapSockS Sniffer integrates libpcap to intercept traffic from the low-level, physical and data link layers of the OSI model. This traffic is composed of a set of bits and frames, it's saved in a temporary basis to apply the BPF filter and then meet adequate collection conditions. Libpcap provides the possibility to introduce the filters to filter traffic: PBF, SWIF [12] . It applies the filters on traffic in the basis in order to choose the elected packets. This latter is redirected to the operator space. The decoding processor normalizes and stores the chosen traffic in the collection Database. In the high level, we use the sockets mechanism to ensure a reliable collection. The TCP and UDP sockets are implemented for this purpose. Raw sockets are used to reinforce the interception to the low level with libpcap. The collected traffic is saved in a temporary basis to apply the filter LSF and redirected directly to Collection Database. So, our sniffer collects data in three modes:
 Connection oriented mode requires a prior connection establishment between communicating entities; this connection is defined by a logical relationship between the parts which exchange data.
 Connectionless mode cannot guarantee a reliable connection, insertion errors, wrong delivery, duplication, or non sequencing delivery packets. These faults can be reduced by providing a reliable transmission service to a protocol layer of the highest level.
 Raw mode can provide both services in connection oriented and connectionless mode.
The filtering provides a considerable gain; it avoids the congestion and the saturation of memory. The filtering is a very useful to meet the various network services using mainly in intrusion detection [14] [31]. The PcapSockS Sniffer implements the filtering operations on collected traffic taking into account the parameters and attributes characterizing the monitored entities. The treatments are in real time. Take into account the time constraints which are as important as the accuracy of the results for this system synchronizes multiple tasks that take place and the possibility of including several shorter threads in a single process [25] .
To show the performances provided by the PcapSockS Sniffer, it is very useful to compare it with other sniffers which have demonstrated their reliability, we cite Scapy and Wireshark. There are many available tools used to capture network traffic that researchers use in their work, but there is a limitation in their functions. Some tools capture network traffic only without analysis. Therefore, the researchers have to use another tool for analysis to get the traffic feature like it is need of his work. In this article, we studied in detail the discipline of sniffing which is an interesting task but is difficult to put in place taking into account the various needs. The sniffing enables improved security of computer networks and systems that compose them.
This study provides a list of popular sniffers to evaluate and to deduct the existed limits. Thus, a classification is provided based on the parameters cited in the second section, related to computer security: availability, traffic filtering, real time, used library and flow.
